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0. Major Targetting Application Scenario

The major targetting application scenario for Acrel Online Preaid Solution will be as following:

(1) Residential Houses

For residential houses all over the country, we will normally use a flat or step rates for billing they
electricity usage and make a prepaid control logic applied for such scenario by utility side. Also, one
of the biggest issue for residential houses scenario is wired communication will be normally hard to

deploy and maintanance in the late stage which means a wireless solution might be better.
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1. What can Acrel Online Prepaid Solution do?

A complete electricity online prepaid solution could realize the function below

(1) Online WEB Platform Electricity Vending via Administrator&Online Mobile APP Auto-vending

Utility company could set Administrator office in different region and use Acrel Prepaid&Postpaid

System Platform for selling the electricity online.

Or could also integrate Acrel Prepaid&Postpaid APP [designed for end power user] with local online
payment methods for doing a Online APP Electricity Vending. [End power user use mobile APP to

toppping up electricity themselves.]

(2) Auto-generated Energy Report and Electricity Bill

End power user could check their daily, monthly energy consumption and their electricity balance

credit by using Acrel Prepaid APP.

(3) Manage End Power Users Account and or other ADMIN System Function for Utility Side

Utility or power selling company could create, manage the all the "user account” for their end power

user to realize remote account management, remote load on-off control, remote metering reading

function and etc. All the operation will be done on Acrel Cloud Prepaid Platform (this platform

designed and opened to utility or power selling company only)

(4) Set Multi-rate/TOU Electricity Price according to your country's billing Policy

Utility or power selling company could set electricity price for each kwh used by end power user,

different electricity price rate setting like flat rate, step rate or multi-tariff will be all avaible.

(5) Low Balance Credit Alarm Setting for reminding of Topping Up the Electricity in time

A low balance alarm will be sent to end power user when their remain balance was lower that a

certain threshold, form like by sending SMS or APP warning. This threshold could be set on Acrel

Cloud Prepaid Platfor by utility or power selling company.
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3. GIS Analyzing

(1) Utility side could manage all the project/residential houses position all over the country.

(2) Utility side could manage all the devices that connected to Acrel Cloud Prepaid&Postpaid System to

know where these devices are located and which house was monitored by this devices.

(3) Utility side could receive all kinds of alarm including devices off-line alarm for example for checking

the working status of the devices in countrywide project.
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4. Vendor&Topping up Logic - Online WEB Platform Electricity Vending via Administrator

(0) Utility Side set administrator office for certain region to do the Online Electricity Vending by using
WEB based system platfomr.

(1) Administrator create "User Account"” for a unique End Power User of certain building/room.

(2) Administrator bond "User Account" to a certain building/room and then bind to a certain postpaid
energy meter.

(3) End Power User of certain building/room contact administrator office, do the payment according
to their monthly electricity bills. [monthly electricity bills will be issued to end power user via SMS, E-
mail, mobile Application and etc.]

(4) Administrator operate Acrel Cloud Prepaid&Postpaid System to recharging the certain "User
Account" after receiving the payment from End Power User which already bound to certain "User
Account".
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cause power shut down of end power users [Prepaid Logic]
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4. Vendor&Topping up Logic - Online Mobile APP Auto Vending

(1) The basic binding logic is Prepaid Energy Meter (with unique SN Code) bind to a certain "Room"

then this certain room bind to a certain "User". All these binding operation could be done on Acrel

Cloud Prepaid WEB System by utility company.

(2) End Power User use the "User Account” created by Acrel Prepaid WEB to login in Prepaid APP.

They could do the online payment using this APP.

(3) Once End Power User submit topping up request, will rediect to a 3rd party payment URL (done

by API), they will finish the payment in 3rd party payment methods and once finished, will send a

call back to Acrel Prepaid APP.

(4) Acrel Prepaid&Postpaid APP [End Power User Ver.] will further issue recharge command to

Acrel Prepaid WEB [Administrator Ver.] according to this call back (including recharging result, user

account info, topping up amount and etc.) So that Acrel Prepaid WEB will automatically topping up

for certain "User Account" and "Room bound with unique prepaid energy meter".
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5. Auto-generated Energy Report and Electricity Bill

(1) Acrel Cloud Prepaid&Postpaid System could automactically generate a monthly electricity bills and
energy report while issueing down to end power user via E-mail, SMS, APP, etc.

(2) Monthly electricity bills will be based on flat rates or step rates accordingly.

(3) End power user could also check their energy consumption or electricity bills on their Prepaid&
Postpaid APP.

Noted: Utility side could customize the format of monthly electricity bill&energy report.
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6. End Power User&Project Management

(1) Utility side could creat "User Account" and "Project" for end power user to identified them.

(2) All the information could be centralizedly managed by utility side.

(3) Prepaid Energy Meter ADL100-EYNK/4GHW was recognized by a unique SN code. Thus, when the
utility side create a unique account for certain end power user. They could bind this unique postpaid
energy meter to certain end power user for calculating and billing their building's overall energy

consumption and electricity bills.
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7. Remote Control Logic - Prepaid&Postpaid Control

For remote switch on/off control of circuit's CB (circuit breaker), basic control logic was as below [pic7.1]:
(1) Prepaid Control: The the balance credit of certain house is lower than 0, will automatically trigger a
switch-off control command and issue to ADL100-EYNK/LW

(2) Postpaid Control: Administrator use Acrel Cloud Prepaid&Postpaid System, enter the “room
mangement" interface, and issue "force closing/switch on" or "force opening/switch off" command to
control the on or off status of circuit's Circuit. [pic 7.2]

(3) AWT200-1E4S-4GHWI/LW receive the control command via 4G communication. And further issue to
ADL100-EYNK/LW via LoRa Comms. [LoRaWAN protocol]

(4) ADL100-EYNK/4AGHW energy meter has built-in magnetic holding relay. Once the energy meter
receive the "switch on" or "switch off" control command, this will trigger its magnetic holding relay to

switch on or switch off the circuit's CB respectively.
Note: Control mode of ADL100-EYNK/LW could be remotely changed from platform between prepaid

control mode and postpaid control mode.
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8. System Platform Security

(1) Acrel Cloud Prepaid&Postpaid System got a IEC 27001:2013 certification for approving the system
security level on information security management of design, developement of electrical meters and etc.
(2) For safety of data transmission between Acrel ADL100-EYNK Prepaid Energy Meter and Acrel
Cloud Prepaid&Postpaid System. Normally use the AES, SSL or other types of data encrption methods.
(3) Cloud Server recommend to use private cloud server for safe and stable data storage.

(4) For other information about data security, kindly contact Acrel Software Department for more

information.
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9. How should we cooperate for realizing a complete Online Prepaid Solution

Stage by stage cooperation move:
Stage 1 - Testing Sample:
Software System: Acrel Prepaid System (3-month Free trial), deployed on Acrel rented cloud server

Cloud Server: Using Acrel rented Cloud Server

Hardware: Several pcs of ADL100-EYNK/4GHW 1-phase 4G Prepaid Energy Meter and AWT200-
1E4S-4GHW/LW 4G/LoRaWAN gateway.

Payment Methods: On-line payment.

Stage 2 - Buy-out Service (Off-line Payment - Server Transportation):

Software System: Acrel Prepaid System (Buy-out Service), deployed on customer rented cloud
server.

Cloud Server: Using Customer rented Cloud Server.

Hardware: Batch order of ADL100-EYNK/4GHW 1-phase 4G Prepaid Energy Meter and
AWT200-1E4S-4GHW/LW 4G/LoRaWAN gateway. (Special manufacturing order for server
configuration)

Payment Methods: On-line payment. Set administration site for charge the electricity.

Stage 3 - Buy-out Service (On-line Payment - 3rd Party Payment API Integration):

Software System: Acrel Prepaid System (Buy-out Service), deployed on customer rented cloud
server, also provide Acrel Prepaid APP (for end power user), cutomer side integrate this Acrel
Prepaid APP with their local 3rd party payment methods.

Cloud Server: Using Customer rented Cloud Server.

Hardware: Batch order of ADL100-EYNK/4GHW 1-phase 4G Prepaid Energy Meter and
AWT200-1E4S-4GHW/LW 4G/LoRaWAN gateway. (Special manufacturing order for server
configuration)

Payment Methods: On-line payment. End power use Acrel Prepaid App to charge the electricity

online by themselves.
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10. Actual Scenario Example

(1) There are 32800 separate residential houses all over the country powered by mains supply
needed to be monitored.
(2) 1 Transformer distribute to about 200 residential houses within 1 km.
(3) Each house has 1 main circuit 1-phase needed to be monitored and billed by online Acrel Cloud
Electricity Prepaid&Postpaid System. System could be accessed by PC or Mobile Phone.
(4) Each 4G/LoRaWAN gateway will install 1 pcs 4G SIM card from local 4G service provider for
4G data upstream.

11. Devices Deployment Plan

Area #1 - Residential Houses #1~200 [For End Power User #1~200]:
- 4* AWT200-1E4S-4GHWI/LW IoT 4G/LoRaWAN Gateway [Support LoRaWAN Meter #1~200]
- 200* ADL100-EYNK/LW LoRaWAN 1 -phase Prepaid&Postpaid Energy Meter [for House #1~200]

Area #164 - Residential Houses #32601~32800 [For End Power User #32601~32800]:
- 4* AWT200-1E4S-4GHW/LW loT 4G/LoRaWAN Gateway [Support LoRaWAN Meter #32601~32800]
- 200* ADL100-EYNK/LW LoRaWAN 1-phase Prepaid&Postpaid Energy Meter [for House #32601~32800]

Residential House #1
[End Power User #1]

G
e ‘
#1-a
Cloud Server
DB#1 —

Cloud Server

b=
ADL100-EYNKILW
#200

Residential House #200
[End Power User #200]

mMatT

Acrel Cloud Prepaid&Postpaid System
4G Telecom Tower (Access by Mobile Phone or PC)

Area #1

Note 1: 1 pcs AWT200-1E4S-4GHW/LW can communication up to 50 pcs ADL100-EYNK/LW
within 1 km based on LoRa Comms. [LoRaWAN protocol].

Note 2: AWT200-1E4S-4GHW/LW has built-in 4G Comms. module for futher data upstream
to end system based on 4G Comms.

nnnnnnnnnn
uuuuu

Residential House #32601
[End Power User #32601]

DB#164

nnnnnnnnnnn

Residential House #32800
[End Power User #32800]

Area #164
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12. Communication Structure&Logic

(1) 4G Communication could be served as one of the final data upstream methods by sending the
data to cloud server deployed in Internet so that Acrel IoT System could be interact with these data
collected by bottom metering devices like Energy Meter

(2) ADL100-EYNK/4GHW support upstream of LoRa communication based on LoRaWAN protocol
which make it possible to with AWT200 series LoORaWAN gateway

(3) Each AWT200-1E4S1-4GHWI/LW has a 4G SIM card tray for installing of the 4G SIM card which
could be bought from your local 4G service provider.

(4) By API between Acrel Online Prepaid&Postpaid System and 3rd party Payment Software or

Payment Methods, we could realize also remote automatical On-line Payment.

Call Back

<w - P PayPal

Redirect to

Third-party Payment

Cloud Server

4G Telecom Tower

4G MQTT
MODBUS-TCP

B |

((( ‘ ))) = o-
é " —

Smart Gateway AWT200-LW
LoRaWAN Gateway

\

|

LoR LoRaWAN [Protocol]
oRal 4 km [Comms. Distance]

g Lol

ADL100-EYNK/LW
1-phase Prepaid&Postpaid Energy Meter

Metering Devices
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13. Overall Schedule to Realize Online Payment

(1) Buy sample devices from Acrel to test the devices on Acrel Platform and Acrel rented cloud
server first for testing some basic Acrel Prepaid System Function and Off-line payment. [In this
stage, Acrel System provide 3-month free trail, and will use Acrel rented cloud server]

(2) After the testing stage, customer need to buy-out Acrel Prepaid System for permanent usage
and rent their our cloud server under the instruction of Acrel Technical Group. Once bought both the
buy-out service and rent a own cloud service, Acrel software team will deploy Acrel Prepaid System
on customer's rented cloud server. [Some OEM and customization of Buy-out service of Acrel
Prepaid System was available like changing the Logo of system and access address of system]

(3) Once software deployed successfully, Acrel technical group assist the customer to first move
already bought Acrel hardware devices like prepaid energy meter and IoT gateway from Acrel
platform&server to cusomter's platform&server by changing the configuration of 10T gateway like
Server address, server port changing.

(4) Once Platform&Server movement success, will proceed for API between Prepaid System and
customer's own 3rd party payment software. To realize a actual Online payment. Will set a API
discussion group for this and customer side need to have people who know about API integration.

(Acrel Side could provide API protocol in advance for a preview)

[select one room, input recharge amoun

Production payment order, callback address,
Generate ciphertext !hrnujh AES-128-CBC encryption

URL for redirecting third-party payment,
add the encrypted order information to arouse the payment interface

The third-party payment needs to be decrypted through AES-128-CBC after receiving the ciphertext,
Obtain payment amount and callback address

generate payment interface

finish payment.

call callback address

show o
Power sales results

Overall API Flow Chart

13


WPS_1616763677
Line


Acrel Online Author: Aaron

®
"—‘1 A l Prepal ' I
repaid Solution E-mail: aaron@acrel.cn
cre P Web: www.acrel-electric.ke

(1-phase, 4G/LoRaWAN)

15. Hardware Devices Overview [Wireless Prepaid&Postpaid Energy Meter ]

Model 1: ADL100-EYNK/LW LoRaWAN Prepaid& m
Postpaid 1-phase Energy Meter :

- Communicaiton: LoRa [LoRaWAN Protocol]; RS485
[MODBUS-RTU] ~E o
- Monitoring: Up to 1 circuits [AC Metering]

- Control Mode: Prepaid&Postpaid Control Model -
- Multi-tariff TOU Function: 4 tariff rates and etc. . _ ﬂﬂd} :
- Rated Voltage: 220~264Vac L-N M coce:
- Rated Current: 10(60)A AC T\ J' 3\

- Certificate&Standard: CE

loT Gateway 4G Upstream

Model 1: AWT200-1E4S-4GHWI/LW loT 4G/ — ‘ '
LoRaWAN Gateway i |I . -
[ _Acrel .

- Upstream Comms.: 4G [MQTT protocol]
- Downstream Comms: LoRa [LoRaWAN protocol], i
RS485 [MODBUS-RTU protocol]

I3 ’—F S g .
- Certificate&Standard: CE I

15
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16. Acrel 10T Cloud Prepaid System (Partail Introduction)

Acrel 10T Energy Monitoring System could be access in 2 different ways:
(1) Access through WEB on your computer.

Access port: https://iot.acrel-eem.com/

(2) Access through APP on your mobile phone

Download Link: https://play.google.com/store/apps/details?id=com.acrel.iotems

(1) WEB Accesss (Computer): [ ‘ : o I toT EMS Plaform
Access Port: https://iot.acrel-eem.com/ | : :
Test Account Name: acrel

Test Account Password: 123456

14:25 @ = Q

= ’\a
. / test
(2) APP Accesss (Mobile):
Download Link: https://play.google.

com/store/apps/details?id=com.acrel.

No account yet? Click on the register

iotems

Test Account Name: acrel
Test Account Password: 123456
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16. Acrel 10T Cloud Prepaid System (Partail Introduction)

Main Function of WEB side System:
(0) Prepaid Interface (1) Devices List (2) History Curve (3) Electricity Parameters Report (4) Energy
Consumption Report (Daily, Monthly, Yearly) (5) User Report

(O) Prepaid Interface-Overview: All
basic function of prepaid operation
could be seen here.Also, a overview
of room balance credit and power

consumption was available

(O) Prepaid Interface-Open Account:
A prepaid energy meter will formally
serve its prepaid billing and control
function only after binding a "room"
and "user" with it and open account

for this certain "room".

(0) Prepaid Interface-Topping Up:
Enter amount to issue topping up
command to certain "prepaid
energy meter" bound with certain "

room/user".
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16. Acrel 10T Cloud Prepaid System (Partail Introduction)

Main Function of WEB side System:
(0) Prepaid Interface (1) Devices List (2) History Curve (3) Electricity Parameters Report (4) Energy
Consumption Report (Daily, Monthly, Yearly) (5) User Report

(0) Prepaid Interface-Retreat:
Retreat certain amount from credit
balance. Designed for revising
the possible false operation

(O) Prepaid Interface - Control -
Prepaid Mode: In Prepaid Mode,

when the credit balance below 0,
prepaid energy meter will
automatically shut down loads
power. and when balance above 0,

will immediate resume loads power

(O) Prepaid Interface - Control - - = e
Postpaid Mode: In postpaid mode,
load's off-on switch control will be
fully manually control by platform.
Balance credite whether below or
above 0 won't influence the load's
switch on/off status automatically

18
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16. Acrel 10T Cloud Prepaid System (Partail Introduction)

Main Function of WEB side System:
(0) Prepaid Interface (1) Devices List (2) History Curve (3) Electricity Parameters Report (4) Energy

Consumption Report (Daily, Monthly, Yearly) (5) User Report

(1) Devices List: Showing the overall
devices connected to Acrel System
and were bond to certain project. SN
code, Online-Offline status, devices
model and other necessary
information will be shown here.

= loT EMs Platform o m® > AP cos Tar % QB D el

[E—— r—

i 0344

(2) History Curve: Showing the daily
history data curve of all the data that
could be collected and upload by
energy meter or other basic metering

devices. 2

“Acrel = loT EMS Platform o e B < ox 5 2 @B T e
(2) History Curve: By selecting the
items of "data" and "electricity L
parameter”, platform can show the "

\ | |
history curve of different data and ﬂ H‘ w\ | /\ (\ { J*\
date N\ | {‘ - I i I ) [
- R0 A A 1 )
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16. Acrel 10T Cloud Prepaid System (Partail Introduction)

Main Function of WEB side System:
(0) Prepaid Interface (1) Devices List (2) History Curve (3) Electricity Parameters Report (4) Energy
Consumption Report (Daily, Monthly, Yearly) (5) User Report

“YAcrel = 10T EMS Platform o0 e A cos 20 2 Q@D
14 —
4) Energy Report (Daily): This :
- L]
Interface show the daily energy -
1]
]
- 1200 n20
consumtion report (calculated by » .
- :
forward active ener -
1]
== N2 B 2w 2022 B i B Daily Reportxisx = X 4 o o8 © 8 x
=xv BEOR > G = EEe aTEm Qwms S oz | A~
X fy we e AK T Bl = g H Bmes S VAR o P B OB OB |
cGEm-mxm B/ UBA-B-2-A-Q@- = = - ST T % 00 %8 S0 semseme  semt 12 STUSNR- - MR- BT BOS- WUE- GADI- TR sAEN- SETR- 4
a @ fx| B d
A B [ D E F G H 1 J K 17 M N 23
1 00:00 01:00 02:00 03:00 04:00 05:00 06:00 -
2 IFnergy Node | « hiCost (¥]Cc « hiCost (¥]Cc « hiCost (¥]Cc « hiCost (¥]Cc « hiCost (¥]Cc * hiCost (¥ Consumptio
. - - 5 ) 46. 40 0.00 30. 40 0.00 44.80 0.00 8. 00 0.00 39. 20 0.00 40. 00 0.00 40. 80
4) Ener Report Dall . hls dall . 5,50 000 9.60 000 960 000 9.60 000 9.60 000 9.60 0o 9.60 @
8 39.20 0.00  39.20 0.00  40.80 0.00  32.80 0.00  47.20 0.00  40.00 0.00 3920 ®
9 M 32.80 0.00 32. 80 0.00 33. 60 0.00 32. 80 0.00 12.80 0.00 32.80 0.00 32.80
10 M -29. 60 0.00 29. 60 0.00 29. 60 0.00 29. 60 0.00 29. 60 0.00 29. 60 0.00 28. 80
ener report COUld be a|so export 1T |7 c0 T .0 o0 ko o0 .0 o0 o0 o0 |21 e0 000 2080
12 M -30. 40 0.00 30. 40 0.00 30. 40 0.00 30. 40 0.00 30. 40 0.00 30. 40 0.00 29. 60
13 M0 24.80 0.00 21. 60 0.00 20. 80 0.00 1. 60 0.00 20. 80 0.00 20. 80 0.00 0. 80
H n n 15 ~0.00 0.00 0.80 0.00 0.80 0.00 0.80 0.00 0.00 0.00 0.80 0.00 0.80
to Computer in "Excel" format 6l 24230 o0 2040 o 7.0 o 7.0 o o0 0w 550 om0
17 N 32. 00 0.00 34.40 0.00 34.40 0.00 34.40 0.00 34.40 0.00 34.40 0.00 33. 60
19
20
z
z
23
24
“
=
27
28
Sheet)s +
O} s9@=0 Hm=2 Fi0=0 Sdp- ED O 0% — o + 3
= 10T EMS Platform o m® 1° AP <o Tar % Q@ T e
=

- oo (e ] B

(4) Energy Report (Monthly& .
o o I R C
— = ==

Yearly): Same as daily energy

ene

report, monthly and yearly energy
report could be also checked on
platform and exported in "Excel"
format.
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16. Acrel 10T Cloud Prepaid System (Partail Introduction)

Main Function of WEB side System:
(0) Prepaid Interface (1) Devices List (2) History Curve (3) Electricity Parameters Report (4) Energy
Consumption Report (Daily, Monthly, Yearly) (5) User Report

HAcrel m° m® @ T
-

(5) User Report: A comprehensive
user report including project
overview, energy report, energy
analysis and etc could be check on
platform

ENc- Crerrrrrererral o7 stmdoc B s Report - latformpas X [ mEQ -8

=xmv OO s s mA wr ww @) @ e B, TS Q#Ep LHE @ @ i A

B ®m 0D B B B @ 0O

AFwM RETM BADE RASER S MR- SERE @ENR REEE SRk

T ol
(5) User Report: User report could
be exported in "PDF" format into
your PC for convenient check and
storage. - v
Ll .
: UAcrel 55 JoTENMS Platform o0 EO® < os 500 5 0% 0
- o= |

(5) User Report: User report

support template customization in

buy-out service of Acrel 10T
Energy Monitoirng System.
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16. Acrel 10T Cloud Prepaid System (Partail Introduction)

Main Function of APP side System:

(1) Devices List (2) History Curve (3) Electricity Parameters Report (4) Energy Trend (5) Energy
Consumption Report (Daily, Monthly, Yearly)

Noted: Since APP side and WEB side of Acrel IoT Energy Monitoring System share the same data,
normally recommend our user to add the devices to their account using APP and check the data
using WEB platform.

1323 @0« 1328 @O % 1328 @O~

< Device List < Real-time Monitoring Crefresh < Real-time Monitoring

Device Status:Online Pa Pb Pc
i 8.56kW 8.4kW 8.88kW
[ cabinet temperature
Gateway ID:12202141960 Ua Ub uc
> 2188V 2175V 218.6V P Qa Qb
1 25.92kW 3.6kvar 3.28kvar
Uab Ube Uca
v v v Qc Q PFa
B @ 3.52kVar 10.4kVar 092
e b [
Tooess ’ OIZA 0.8A 08 EPE
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by 0100001
o >
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- EQC
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Phase voltage 2022-1013
§ @@= -O-ua -O-Ub -O-Uc
] < a2 v

(1) Device List (2) History Curve
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00115 2216 2212 222
05 - 22.40
00:20 222 2215 2219 o
00:00 0400 08:00 1200 16:00 20:00
00:25 2215 2212 2218 0 0.00 38.40
00:30 2219 2213 2216
17.60
00:35 2206 220.4 2209
18.40
00:40 2216 220.7 2217
Total 0.00 97.60
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(3) Parameter Report (4) Energy Trend (5) Energy Report

22


WPS_1616763677
Line


