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1. Scenario Preset

(1) This solution request a IoT based cloud monitoring for 8000 residential houses power system
with solar PV and energy storage system [BMS&PCS] so that we could realize online&remote
monitoring&billing&control for all 8000 houses centralizedly via 0T system.
(2) For each house, there are 2 monitoring points:

Grids side monitoring [For monitoring grids import to loads and solar PV export to grids]
Rated Current: Max 32A AC; Rated Voltage: 220Vac L-N, Type: 1-phase Circuit
2 Solar PV&BMS overall export energy side monitoring [Solar PV&BMS overall export energy
will flow to both household loads and grids]
Rated Current: Max 32A AC; Rated Voltage: 220Vac L-N, Type: 1-phase Circuit
(3) For the places that we gonna install IoT gateway, it's covered by stable 4G signal.

220Vac L-N
L1 Max32A AC
=
DC Current N

B 220Vac L-N
Max 32A AC

.+ Inverter
[Solar&PCS
Integrated]

Grids
(Monitor grids side
3-phase incoming circuit)

Solar Panel

48Vdc
Max 125ADC | 5

pr
Biss Monitoring Point #1
[Capacity: 10kWh, 2 hour full charge] 220Vac LN Girds Side: 1-phase, 220Vac L-N, rated current
Max 32A AC 32A Ac

N |L1

Monitoring Point #2:
BMS Side Discharge&Charge: DC, 48Vdc, rated
current 125A DC

Monitoring Point #3:
Solar PV Inverter Power Generation: 1-phase,
220Vac L-N, rated current 32A AC.

House Load
[220Vac L-N, Max 32A AC]

(1) Scenario Preset
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2. Devices Deployment Plan A - Stable Plan [Take 1 House for example]

House#1 - Overall Communications #1-1:

- 1* AWT100-4GHW 4G IoT Gateway [For communicate with ADL100-EYNK/F and ADL200/C
energy meter and further interact with upsteam Acrel 10T Energy Management&Billing System]
- 1* AWT100-POW Power Module [paired with AWT100-4GHW for 85~265Vac power supply
input]

House#1 - Grids Side #1-1:

- 1* ADL100-EYNK 1-phase Prepaid&Postpaid Energy Meter [For monitoring&control the import
energy of house's loads sourced from grids, and also monitoring&control the export energy from
Solar PV&BMS to grid]

House#1 - Solar PV Overall Export Side #1-1:
- 1* ADL200/C 1-phase Energy Meter [For monitoring overall energy ouput of Solar PV&BMS/

API
Cloud Server ————————————>| Inverter Operation Platform Operator

Cloud Server Inverter Operation Platform Operator Comprehensive Platform
(Access by Mobile Phone or PC) API

Platfor

”
Cloud Server Marr 3 -
=9
AWT100-4GHW i Acrel loT Energy Management System

IoT 4G Gateway 72 Cloud Server (Access by Mobile Phone or PC)
Global 4G Module . o 4G Telecom Tower
" o

D S8PSY

c
8
4G Telecom Tower 3
s
-“\ . RS485 Comms [Within 300m] 1. For monitoring Export Energy from Solar PV to Grid [EPE - Reverse Active Energy]
4G 2. For monitoring Import Energy from Grid to Loads [EPI - Forward Active Energy]
Expand
Module
7
', .+ ADL100-EYNK/F
| = T 1-phase

< Prepaid&Postpaid
[~ Energy Meter
L|u|n " .
1. Solar PV Overall Generated Energy ww

3
2. BMS&PCS Charing&Discharging Energy &
/7
- i
G Gurrnt - B
3 Solar PV&BMS Exported 220Vac LN
Max 32A AC

E 220Vac L-N -

Max 32A AC ADL200/FC D+ Solar PV&BMS & \
Overall Exported Energy Energy Sold to Grids Transformer >

&
Inverter 1-phase

Solar Panel [Solar&PCS Energy Meter (Monito? 'g'?ﬁ':s side
Intergrated] # 3 Grids Import Energy 3-phase incoming circuit)
Consumed by Housel hold g
1. For monitoring Solar PV overall export energy ——

[EPI - Forward Active Energy]

48Vdc
Max125ADC | [

1) Solar PV&BMS Export Energy
“
:
-

BMS

[Capacity: 10kWh, 2 hour full charge] Z0actN 1) Solar PV&BMS Exported Energy Consumed by Loads =
o Solar PV Overall Export Energy - Solar PV Export Energy
N L1 from Solar PV to Grid
2) Solar PV&BMS Exported Energy Sold to Grids =
Solar PV Export Energy from Solar PV to Grid
3) Grids Import Energy Consumed by Household
Note: Household Overall Energy Consumption = @ Solar PV&BMS
Exported Energy Consumed by Loads + (3 Grids Import Energy
—— Consumed by Household

[220Vac L-N, Max 32A AC]

(1) Device Deployment Plan
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3. Communication Structure&Logic - Plan A - Stable Plan [Both Acrel Hardware&Software]

(1) 4G Communication could be served as one of the final data upstream methods by sending the
data to cloud server deployed in Internet so that Acrel 10T System could be interact with these
data collected by bottom metering devices like Energy Meter

(2) Between AWT100-4GHW and ADL100-EYNK energy meter & ADL200 energy meter we are
using RS485 Comms. within 300m [via RS485 Port & MODBUS-RTU protocol].

(3) Between AWT100-4GHW loT 4G Gateway and Acrel IoT Energy Management System, we

are using 4G Communications based on MQTT protocol.

(4) Between Acrel IoT EMS system and 3rd party system, we could use API for energy data

transferation.

Operator Billing System

Operator Billing System

API |Data Transferation

B[ |

System Acrel 1oT Energy Management System
r
B Cloud erver
.TJ |;.
Server MQTT Cloud Server e i

i

)

¢ \@

|
|

/

4G Telecom Tower

4G |MQTT

'I =
\}_\"))%

ooooooo a 7z
AWT100-4GHW
4G Gateway

RS485 | MODBUS-RTU

——>

<<<<<

v -
Metering Devices ADL100-EYNKIF ADL200/C
1-phase Prepaid&Postpaid Energy Meter 1-phase Energy Meter
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4. Hardware Devices Overview - [Energy Meter]
Model 1: ADL100-EYNK/F 1-phase Prepaidé& | t-phase |
Postpaid Energy Meter : .
- Communicaiton: RS485[MODBUS-RTU]
- Monitoring: Up to 1 circuits [AC Metering] | = F'

- Control Mode: Prepaid&Postpaid Control Model It ]J_,-/L

- Multi-tariff/ TOU Function [optional]: 4 tariff rates and etc. -
- Rated Voltage: 220~264Vac L-N . o J 2
- Rated Current: 10(60)A AC i

- Certificate&Standard: CE

1-phase 2-wire Direct Connect

Model 2: ADL200 1-phase AC DIN-rail Energy Meter |

- Monitoring: Up 1 circuits 1-phase [AC Metering] ar .

- Rated Voltage: 220~264Vac L-N 1 Ul -
- Rated Current: 10(80)A AC (via direct connect) ' 3 A 3

- Wired Comms: RS485 Interface, MODBUS-RTU Protocol 225

- Certificate&Standard: CE; CE-MID; S
’ I
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4. Hardware Devices Overview - [loT Gateway]

Model 1: AWT100-4GHW IoT 4G Smart Gateway ‘

- Upstream Comms.: 4G [MQTT, MODBUS Protocol]

- Downstream Comms.: RS485 [MODBUS-RTU Protocol]
- Support: Up to 25 Downstream Devices via RS485.

- Auxiliary Power Supply: 85~265Vac [via AWT100-POW]
- Certificate&Standard: CE; CE-RED; IEC

Rated Input Rated Output
85~265Vac

Model 2: AWT100-POW Power Supply Module

- Input: 85~265Vac

- Output: 12Vdc

- Application: Paired with AWT100-4GHW for 85~265Vac

Power Supply Input [via PIN L & PIN N]
- Certificate&Standard: CE

s

b

LA
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Acrel

5. GIS Analyzing

(1) Customer side could manage all the project room/buildings position all over the country.

(2) Customer side could manage all devices that connected to Acrel Cloud Prepaid&Postpaid

System to know where these devices are located & which room/buidling was monitored by this devices.
(3) Customer side could receive all kinds of alarm including devices off-line alarm for example for
checking the working status of the devices in countrywide project.

= |oT EMS Platform Q B T mx@m

o PP« e =

& Main Dashboard

Power Monitoring

653 1571 99425 Electricity ~ Comprehensive  Carbon
. (kwh) Ene Emissions
Projects Meters Alarms Consumption  Today (kg)
(kgce)
& Lighting
1 Device Status & More 1 Energy Consumption Report Today
= Normal Percent ¢ electric  Comprehensive Energy C¢ >
413 30.11%
kWh
120,000
=Y \ = Alam Percent -
P 15718 000%
%5 Demand Analysis 80,000
gy Analysis . 50000
Gy Ayt m Offline Percent
40000
artment Analysis 1098 69.89%
20,000

“ Operation Management

B User Report

» Main Dashboard

I Project Overview

@ QO 9O

I Alarm Information & More

a5 2023-08-08

"~ 11 Energy Statistics Today
.l

Australia

® & 6

1136936.68 139729.16  693529.6

0
0 2 4 6 8 10 1213

1 Carbon Emissions Today

[ 12:45:00
A L
> 7459344
70,000
i Wap PRt 2023-08-08
[—— 13:00:00 60,000
- [ Low )
50,000
® System Setting i 5555
= 023-08-08 13:00:00 10000
-
B LogIn Management 30,000
B s [ T 1023-08-08
o 30000 20,000
DA Low + i
S W Wt 2023-08-08 = 0
[ 13:00:00 0 2 4 6 8 10 1213

() Power Monitoring

= loT EMS Platform

Main Dashboard | Real-time monitoring «

| Basic information

Keyboard shortcuts | Map data ©2023 Google, INEGH | Terms of Use.

(1) GIS Analysing and Command Interface

« Project Management «

| User association

o EPrEEPEE e x

“Project Name | i
01033 o
& Prepaid Management 0 i
repaid Management * Billing model Platform prepaid @ Meter prepaid |
E Prepaid Management
B o St * Customer Name | s —— =
> Lighting ) . -
= s | e .
ress _— —
& Wireless Temperature [ - e
Longitude
[

@ Energy Quality e

Latitude =g
¥ Distributed PV N

Organization | Address book
% Demand Analysis
Construction area )
Project Project manage: Username
sl Energy Analysis
energy users member Phone Email

& Department Analysis

Picture + Add
2 Alams
¥\ Operation Managemert
B User Report

Remark

Configuration

%X Basic Data Management
User Management
Project Management
Gateway Management
Meter Management

Ragian Mananement

07200
%

@ B T mxEm

(2) Write in Project/Building Logistic Location Information
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6. Role setting and Sub account creation

(1) Operator could set the system permission level of each role [administrator, end power user for
example]

(2) Sub Account Creation: Administrator could create sub account for their end power user and allow
them to only check the energy and billing data of their own house. Also, could ban the permission of
end power user for changing everything.

Acrel = loT EMS Platform Q m A m @ = % By T mEE

& Prepaid Managem... Main Dashboard |« Role Management «

& Lighting + add f o cdit ) @ pelete I Role details

2 Super administrator  Super adm (Don't delete)
§° Wireless Temperat... * Super administrator
Webmena  A®P menu
Production debugging
Energy Quality
zhangi R Cascading

2 Demand Analysis Manager Main Dashboard

" demo account Data Visualization
# Distributed PV
» Energy Manager B Power Monitoring

ul Energy Analysis » Photovaltaic Manager @ Prepaid Management
test Prepaid Management
¥ Area Analysis
» Wireless temp admin > @ Lighting
$ Department Analysis FranUser » B Wireless Temperature
Energy Quality
h
2 Alarms LightingUser
» tayAdmin Demand Analysis
LT Prepaid @ Distributed PV

B User Report Battery Admin & Energy Analysis
Monitor_User 8 Area Analysis

& configuration Department Analysis

Alarms

(%] Storage Battery

Operation Management
% Basic Data Manage... & User Report

3 3 » B configuration
® system Setting

8 Storage Battery
Menu Manage. Basic Data Management

Role Manageme... System Setting

Ht

Log In Management
Platform Manag...

Help
platformSettings

J Log In Management

@_Help

(1) Role and Permission setting

= €D
s = = @
wAcrel = loT EMS Platform o o =D, -
@ Configuration Main Dashboard ~ Role Platform « || Menu « e User
Storage Battery [ 3 O ResetPassword || @ Config set 1 Selected user
s
O | e o o N S

Amar@ Amar User 777786280 jasser farhan2023@gmail
Amar Amar User 777786120 [ @) amar34@gmail.com
Project Manage... loT Project
10 Hydro marius@vinte.co.za User 27837003777 [ @) marius@vinte.co.za JESUS REVES
Gateway Manag
Stmé68 Mihail User +79616286855 [ @) Stm.68@yandex.ru Algebra Intelligence
Meter Manage...
e Meheas stm Brodyga23 User 89616286855 o) STM.68@yandexru Briceipw
N Gratilal@gmail.com
Region Manage. Stm_68 Brodyga23 User 89616286855 [ @) STM.68@yandex.ru g
Swisstekems
Charge Plan sustainpower Sustain Power User_Director +27212041881 [ @) info@sustaingroup.energy
Leveraged
Pienak Meter spgrid spgrid User 27605545745 [ @) jwamicha@gmail.com ludl
AliMdKurban Al User 81808651 [ @) ali@tpppi.com.sg ycliew1@yahoo.com
Device Model M...
Jelectra Jelectra User +51971314742 [ @) olivaresstasiw jose@gmail... gyula70
PV Settings bt
Jeletra Jelectra User +51971314742 o« olivaresstasiw jose@gmail. Anintng
Parameters Man. Murray
zaredbrent1996 zaredbrent User 09509325687 [ @) brent@tpppi.com.sg
UBo
Streetlight
Pantakan Pantakan User 0812872276 antakan.c@egat.coth
«© F ki Kesan Tulin
inverterManage. Saltec saltec User 03313435839 [ @) naimasiddiqui3s@gmail.c. A
Energy Type luan@phucdattech.comvn LuanNgo User 0938475179 [ @) luan@phucdattech.comvn ewt
Feno
Project Topology
skvs1s
Energy Topology MV Ips
Meter Alarm Rul. s
Rabiul =
Alarm Reminder
WS
Hierarchical Alar. Xiaomi €926
S— Sharmarke
EEusEMaoges Total 1725 | 15/page 12 3 4 5 6 = 115 >  Gowo 1
Risepro
Alias Configurat...
bmka

(2) Sub account creation and management
7
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7. Solar PV Monitoring Part

(1) Solar PV project overview: For checking the overall power generation, benefit anc etc of Solar
PV deployed all over the country. [Solar Power Generation data will be collected by Solar Invertere
and further issued to AWT100-4GHW gateway for a further 4G upstreaming]

(2) Solar PV monitoring: For checking the solar power generation, house loads overall power
consumption sourced from both Solar PV/BMS and Grids, house loads partial power consumption

sourced from Grids.
“yAcrel = loT EMS Platform Q wwdx &

Main Dashboard || battery pack monitor « | Single battery monitoring « | Battery pack management » | UPS management « | Real-time monitoring « = PV integrated Dashboard x  Inverter Monitoring « | PV Site Dashboard

& Prepaid Management

7095 0.036

& Wireless Temperature: umber of power stations(Pcs) Total installed capacity(kW) Total power generated(kW)

1 Power generation information

82.52kWh 1341.04kWh

Electricity generation this Current year's electricity
month generation

0.37kWh

Generation today

I Revenue information

% Distributed PV 2 4 ¥3.7 ¥825.2 ¥13410.4
T Today's earnings Current month'sincome  Current year income
PV integrated Dashboard [N

I Proportion of annual power generation

58 Tojong P 0% 38 Tanjong Penjury

\ s,
Oficin.

« Casuarina Plaza

Alimentos Selectos
A

oLoja
 Martin
o Oficina Delta

Test Photovoltai.. —/ .
 Test Photovoltaic site

I Annual power generation trend

KWh
77041

ion Management

0
TS 01 02703 04 05 06 07 08 03 10 11 12

(1) Solar PV Project Overview

= loT EMS Platform Q | major | & 2E R T mxEh
Main Dasnboard | PV inteqrated Dashboard - PV Site Dashboard -+ Inverter Monitoring « « PhotoVoltaic Moritor «  Site Stafistics | Generation Statistics + | PV Preview -
IoT Project = pvggroup v | B 2024-03-18

@ imadiance @ gird @ pvsolar 4@ consumption

W W/m?

8,000 A2
\//\AW\WM 40

5000
200

4000
200

mperat.

2000 100

& Energy Quality

[ 0
00:00 0035 01:10 0145 0220 0255 0330 0405 0440 0515 0550 06:25 07:00 07:35 0810 08:45 0920 09:55 1030 1105 11:40 1215 1250 1325 1400 1435 1510 1545 1620 1655 1730 1805 1840 1915 1950 2025 21100 2135 2210 2245 2320 2355

5401.00 kW €3 Pv production today

Consumption

155.2 kwh 0 kwh
e PV Energy On-grid energy

(%) Consumption today

155.2 kwh 106398.45 kw-h
PV Energy Comsumption from grid
5400. 00 kW 1.00 kW

Grid power PV power

Avea Analysis

H

ment Analysis

(2) Solar Site Monitoring Overview
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8. Remote Circuit On/Off Control Logic

For remote switch on/off control of circuit's CB (circuit breaker), basic control logic was as below [pic 6.1]:

(1) Administrator use Acrel Cloud IoT Energy Management System to issue Switch On/Off command

down to AWT100-4GHW loT gateway.

(2) AWT100-4GHW gateway receive the control command via 4G communication. And further issue

this control command to downstream ADL100-EYNK energy meter.

(3) ADL100-EYNKI/F energy meter has built-in magnetic holding relay. Once the energy meter receive
the "switch on" or "switch off* control command, this will trigger its magnetic holding relay to switch on or

switch off the connected circuit respectively.

, ON/OFF
e
L 2N J
= | — ;
-
Issue N REEE Further Issue ‘ o Control On/Off %
> e > . >
Control Command - @ Control Command” | © ccc< . with built-in Magnetic holding relay ~ H.H
2 =
®-®
Acrel loT Energy Management System ANET-1E2SM-4G ADL100-EYNK/E N
CB
loT 4G Gateway
Acrel = 10T EMS Platform a =P e « 28 % @ D
Main Dashboard [ R T
IoT Project @ < Back
Real time data Data update time: 2024-05-07 14:20:00
Real-time Monitoring P
Power Data
Ua: OV Uab: -V la: 0A Pa: 0kW Qa: 0 kvar Sa: --kVA
Eectc e aneteiReport crel Ub: 0V Ubc: -V Ib: 0A Pb: 0 kW Qb: 0 kvar Sb: - kvA
I Uc: oV Uca: -V Ic: 0A Pc: 0 kW Qc: 0kvar Sc: - kVA
Eattis P: 0OkwW Q: 0kvar S: —-kVA
Extreme Report
& normal = offiine
Distribution Diagram 200 10 PFa: 0 EPI: 35338719 kWh
PFD: 0 EPU: 8309.01kWh
Ter-foemes Monfior fault ek PFC: 0 EPIF: 8755.12 kW-h
0 or PF: 0 EPIP: 762693 kWh
EPIG: 10647.66 kW-h
__ Flectricity consumption
today Historical C Alarm information
314.67 kWh
Phase voltage 2024-05-07
N‘H ot .
ol 38.67 kgce CHhaMhdy
X - . -9~ U2 -@-Ub -@ Uc
repaid Management Carbon emissions
191.95 kg
[#] Storage Battery
Energy Quality o8 =
2 Alarms 05

(2) Administrator use Acrel Cloud Prepaid&Postpaid System to issue "Control Command”
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9. Auto-generated & Auto-issueing Customizable User Report and Electricity Bill

(1) A comprehensive user report&bill could be automactically generated issued down to end power
user via E-mail, SMS, APP, etc.

(2) Monthly electricity bills will be based on flat rates or step rates accordingly.

(3) End power user could also check their energy consumption or electricity bills on their Prepaid&
Postpaid APP.

(4) Customizable User Report was possible according to the customer request.

Noted: Utility side could customize the format of monthly electricity bill&energy report.

o
- Monthl m
D Elec::'icityyBiII >| USER

Monthly issue
via

SMS

Acrel Cloud Prepaid System End Power User

U .

(1) System issue Monthly Electricity Bills to End Power User

= 10T EMS Platform o ™ P 2w = @ @ U mxan

Main Dashboard | Room Monitoring monitorFun  User Report

Carbon emi ssions 641980.07kg 20606.00% T 458514,

2023-07-01 - 2023-07-31 &
2.1 Electricity L

211 Electricity
© IoT Project
During this period, the total electricity consumption1052426.35kW-h, maximum power

cccccc ption138548.63999999998kW-h, Maximum load occurrence time2023-07-11 00:00:00
B Prepaid Management
=T iy Energy used(kW-h)
@ Llighting P @ active electricity
: KW
§* Wireless Temperature p— A
120,000
— i
8 Energy Quality 90,000
# Distributed PV 60,000
2 Demand Analysis 30,000
. 0
i Energy Analysis 0701 0704 0707 0710 0713 0716 0719 0722 07-25 07-28  07-31
© Department Analysis i Suggestion: By adding monitoring loops at the lower end of the transformer, collecting terminal
data, judging the energy consumption of each monitoring point and whether there is a waste of
2 Alarms . electricity. Or replace the lighting and other equipment in the building with energy-saving products.
" Reduce energy consumption and achieve energy saving and emission reduction.
¥ Operation Managemert
2.1.2 Electricity bill
B User Report ST During this period, the total amount of electricity bills used761703.36Yuan
Electricity bill
¥
13204491
120000
0,000
60,000
i 0,000
& Log In Management n
-37 01 07-04 07-07 07-10 07-13 07-16 07-19 07-22 07-25 07-28 07-31

@ _Help

(2) Customized Monthly Electricity Bills
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10. Multi-tariff (TOU) Electricity Price Setting by Utility Side

(1) In most 3-phase scenario like factory, enterprise, commercial center, etc. The monthly electricity bills

of certain end power user's building was based on a comibination of Basic Electricity Price + Multi-tariff/

TOU Electricty Price.

(2) For multi-tariff/ TOU electricity price, different country have different regulation and rules. So, Acrel

side will cooperate for customize the the special multi-tariff/ TOU setting on both ADW300-4GHW

postpaid energy meter and system platform according to the government request.

(3) For basic electricity price, it's based on max demand which request postpaid energy meter ADW300-

4GHW also have this function and could upload max damand data to system platform.

Low Demand Season

Date Tariff Rate Time Period

Weekdays [Flat-Standard] 6:00~7:00

(Monday~Friday) [Peak] 7:00~10:00
[Flat-Standard] 10:00~18:00 Low demand season
[Peak] 18:00~20:00
[Flat-Standard] 20:00~22:00

[Valley-Off-peak] 22:00~6:00 (next day)

Saturday [Flat-Standard] 7:00~12:00
[Valley-Off-peak] 12:00~18:00
[Flat-Standard] 18:00~20:00
[Valley-Off-peak] 20:00~7:00 (next day)
Sunday [Valley-Off-peak] Whole Day
High Demand Season
Weekdays [Peak] 6:00~9:00
(Monday~Friday)  [Flat-Standard] 9:00~17:00
[Peak] 17:00~19:00
[Flat-Standard] 19:00~22:00
[Valley-Off-peak] 22:00~6:00 (next day)
Saturday [Flat-Standard)] 7:00~12:00
[Valley-Off-peak] 12:00~18:00
[Flat-Standard)] 18:00~20:00
[Valley-Off-peak] 20:00~7:00 (next day)
,Sunday [Valley-Off-peak] Whole Day

High demand season

Peak 19
Standard 1s

Off-peak .

(2) TOU/Multi-tariff Electricity Price Sample

= loT EMS Platform

Main Dashboard | Three Phase Unbalance Harmonic Monitoring « = Real-time Monitoring x = Maximum Demand Report x

1oT Project Change

B Al Cascading

01-2913:59 13627 02-27 21:59

01-2913:59 13627 02-27 21:59

01-2913:59 13627 02-27 21:59

01-2913:59 13627 02-27 2159

01-25 13:00 05485 02-27 2159

Demand Monitoring

1.2996

- Maximum Demand Maximum Demand Maximum Demand
Time Time Time Time
% . (o) low)

1.2996

12996

12996

12996

Q mm 1 mo xEap H QG D oace

2023-01 2023-04

03-3121:00 13704 04-1413:00 1.3207

03-3121:00 1.3704 04-1413:00 1.3207
03-3121:00 13704 04-14 13:00 1.3207
03-3121:00 13704 04-14 13:00 1.3207
03-3121:00 13704 04-14 13:00 1.3207

(3) Max Demand Data Uploading to System Platform
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11. System Platform Security

(1) Acrel Cloud Prepaid&Postpaid System got a IEC 27001:2013 certification for approving the system
security level on information security management of design, developement of electrical meters and etc.
(2) For safety of data transmission between Acrel AWT100 IoT Smart Gateway and Acrel

Cloud Prepaid&Postpaid System. Normally use the AES, SSL or other types of data encrption methods.
(3) Cloud Server recommend to use private cloud server for safe and stable data storage.

(4) For other information about data security, kindly contact Acrel Software Department for more
information.

System Cerfificate
CEPREI G Sroni0is l!!J

(Original)
This is to certify that System

ASRELEBL BN . S NN p—

redit Identifier: 91310000751864205N ’ 1
NO.253, YULV ROAD, JIADING DISTRICT, SHANGHAI, CHINA Private %
s an Information Security Management System in compliance with (F} Shoud- Cloud Server

Unifieq

Has im

GB/T 22080-2016/ISO/IEC 27001:2013

o
The Information Security Management System is applicable to Server

INFORMATION SECURITY MANAGEMENT OF DESIGN MOTT | s Cloud Server il

AND DEVELOPMENT OF ELECTRICAL METERS,

MEASUREMENT AND CONTROL DEVICES; DESIGN AND
DEVELOPMENT OF APPLICATION SOFTWARE;
INTEGRATION AND OPERATION & MAINTENANCE
SERVICING OF THE POWER METERING MANAGEMENT
SYSTEM AND POWER DISTRIBUTION AND
TRANSFORMATION SUPERVISION SYSTEM

This is in with the of ility, A/1
Involved site (s) and relevant activiti
Address Main Activities
SSL
INFORMATION SECURITY MANAGEMENT OF DESIGN AND AES—
DEVELOPMENT OF ELECTRICAL METERS, MEASUREMENT Encrption
NO.253, YULVROAD, | AND CONTROL DEVICES; DESIGN AND DEVELOPMENT OF
JIADING DISTRICT, | APPLICATION SOFTWARE; INTEGRATION AND OPERATION & 3
SHANGHAIL CHINA | MAINTENANCE SERVICING OF THE POWER METERING ((( [ ))) P
MANAGEMENT SYSTEM AND POWER DISTRIBUTION AND | Sz
TRANSFORMATION SUPERVISION SYSTEM s 4
Smart Gateway AWT100-4GHW

4G Gateway

sPIRA RS

CNAS i
kR
v M‘ANAGEMENTSVSTEM RS485 |MODBUS-RTU

CNAS CO12-M
i
% =

Metering Devices ADL100-EYNK
1-phase Prepaid&Postpaid Energy Meter

AZOT
CEPREI CERTIFICATION BODY

(1) IEC 27001:2013 Certification (2) Data Transmission Encryption
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12. Acrel 10T Energy Management System General Introduction

Acrel 10T Energy Monitoring System could be access in 2 different ways:
(1) Access through WEB on your computer.

Access port: https://iot.acrel-eem.com/

(2) Access through APP on your mobile phone

Download Link: https://play.google.com/store/apps/details?id=com.acrel.iotems

(1) WEB Accesss (Computer): [ ‘ : o I toT EMS Plaform
Access Port: https://iot.acrel-eem.com/ e :
Test Account Name: acrel

Test Account Password: 123456

14:25 @ = Q

test

(2) APP Accesss (Mobile):
Download Link: https://play.google.

No account yet? Click on the register

com/store/apps/details?id=com.acrel.

iotems

Test Account Name: acrel
Test Account Password: 123456
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Solution

12. Acrel 10T Energy Management System General Introduction

Main Function of WEB side System:
(1) Devices List (2) History Curve (3) Electricity Parameters Report (4) Energy Consumption Report
(Daily, Monthly, Yearly) (5) User Report

(1) Devices List: Showing the overall
devices connected to Acrel System
and were bond to certain project. SN
code, Online-Offline status, devices
model and other necessary

information will be shown here.

= loT EMs Platform o m® > AP cos Tar % QB D el

[E—— r—

i 0344

(2) History Curve: Showing the daily
history data curve of all the data that
could be collected and upload by
energy meter or other basic metering

devices.

“Acrel = loT EMS Platform o e A < ox Sar % @ % T

(2) History Curve: By selecting the
items of "data” and "electricity

°

parameter”, platform can show the
history curve of different data and

date.
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12. Acrel 10T Energy Management System General Introduction

Main Function of WEB side System:
(1) Devices List (2) History Curve (3) Electricity Parameters Report (4) Energy Consumption Report
(Daily, Monthly, Yearly) (5) User Report

“YAcrel = loT EMS Platform Q E m@ oo Jar X @D e
: , o I = 5 | - S = |

(4) Energy Report (Daily): This S v e el el N o o e
Interface show the daily energy = p
consumtion report (calculated by 5 =
forward active energy) - - :

Eiy Dux B @A 2022 ) 1. WiFi_otation B siidin... System 1B oaily Reportadsx X+ o o8 © 8 x

=xv BEOR c @D B TEeR  4n HE ARE  SSTAR QEEr o OoE

SYAR o PP B OB OB

T - B WS TUUE- AR TR REme SEIR- 1

Xmm QL AN T

&y -1 ] g B B
-Ceu-mxm B/ UMB-B -9 A =

B8 smema st 15w

n ]
N
A B c D E F G H | J K L M N
7 5 00: 00 01:00 02:00 03:00 04:00 05:00 06:00 =y
2 lpnerg Node e HiCost (¥ HiCost (¥ HiCost (¥ HiCost (¥ HiCost (¥ bCost (¥ Consu 7
3 Mo o 52 000 082 000 082 000 082 000 082 000 032 o000 030 :
4 5120 0 192 000 300 0 152 0w 2240 0w 5200 000 3040 .
- - - 5 ) 46. 40 0.00 30. 40 0.00 44.80 0.00 8. 00 0.00 39.20 0.00 40. 00 0.00 40. 80
(4) Energy Report (Dally) Thls dally . "s.80 000 9.60 000 960 000 9.60 000 9.60 000 9.60 0o 9.60 @
. 7 1200 000 117 000 1200 000 117 000 1170 000 1200 000 1200
8 u 39.20 0.00 39.20 0.00  40.80 0.00 32.80 0.00  47.20 0.00  40.00 0.00 39.20 ®
9 M 32.80 0.00 32.80 0.00 33. 60 0.00 32.80 0.00 12.80 0.00 32.80 0.00 32.80
10w 2960 000 2960 000 2960 000 2960 000 2960 000 2960 000 280
energy report could be also export e cm e cm 0w cm e cm 0w coo 2160 co 050
12 M -30. 40 0.00 30. 40 0.00 30. 40 0.00 30. 40 0.00 30. 40 0.00 30. 40 0.00 9. 60
13 M0 24.80 0.00 21. 60 0.00 0. 80 0.00 1. 60 0.00 20. 80 0.00 0. 80 0.00 0. 80
14w 10 00 000 100 000 1050 000 100 000 100 000 1000 000 1050
. " n 15 —0.00 0.00 0.80 0.00 0.80 0.00 0.80 0.00 0.00 0.00 0.80 0.00 0.80
to COII |puter N EXCeI forll |at 16 fpm, 242,40 000 26.40 000 47.20 0.00 47.20 0.00  46.40 0.00 45.60 0.00 47.20
17 N 32.00 0.00 34.40 0.00 34.40 0.00 34.40 0.00 34.40 0.00 34.40 0.00 33. 60
18 Total 557,52 000 348 2 000 10192 000 356,32 000 365,92 000 580.92 000 38750
19
20
B
%
23
24
>
%
27
28
ssssss + v
} im0 sz #0=0 S & BOE oon — o v
HAcrel

= 10T EMS Platform o e 1° AP <o Tar % Q@ T e

Repert - o EnerayRapert

- oo (e ] B

(4) Energy Report (Monthly& Z
I_ -~ [ N R CE—

Yearly): Same as daily energy
report, monthly and yearly energy
report could be also checked on

platform and exported in "Excel"

format.
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12. Acrel 10T Energy Management System General Introduction

Main Function of WEB side System:

(1) Devices List (2) History Curve (3) Electricity Parameters Report (4) Energy Consumption Report

(Daily, Monthly, Yearly) (5) User Report

UAcrel

(5) User Report: A comprehensive
user report including project
overview, energy report, energy
analysis and etc could be check on

platform

(5) User Report: User report could
be exported in "PDF" format into
your PC for convenient check and

storage.

o
| = [J-X= B 46 based so o + mE@ -0 x
=xev BOG s s mA wr ww @) @ e QHEE 2E @ @ A
] S B B 2SN
amwm mowM ERER EASHR SANR- RORE HERR BARR  WRAN oim R RN G
e o -
User Analysis Report
|--II|II|||I|
wim mom =
& - —0O +
Acrel = 10T EMS Platform o EA® o5 Bap % @ % T e
1

(5) User Report: User report
support template customization in
buy-out service of Acrel 10T
Energy Monitoirng System.
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12. Acrel 10T Energy Management System General Introduction

Main Function of APP side System:

(1) Devices List (2) History Curve (3) Electricity Parameters Report (4) Energy Trend (5) Energy
Consumption Report (Daily, Monthly, Yearly)

Noted: Since APP side and WEB side of Acrel IoT Energy Monitoring System share the same data,
normally recommend our user to add the devices to their account using APP and check the data
using WEB platform.

1323 @0« 1328 @O % 1328 @O~

< Device List < Real-time Monitoring Crefresh < Real-time Monitoring

Device Status:Online Pa Pb Pc
i 8.56kW 8.4kW 8.88kW
[ cabinet temperature
teway 1D:12202141960 Ua Ub uc
> 2188V 2175V 218.6V P Qa Qb
25.92kW 3.6kvar 3.28kvar
Uab Ube Uca
v v v Qc Q PFa
B @ 3.52kVar 10.4kVar 092
- b [
Tooess ’ OIZA 0.8A 08 EPE
. 31994.4kW * h OkwW + h 12689.6kW * h
[pp— Pa Pb 3 Eqc
C 0.08kW 0.16kW 0.16kW 08KN - h
5 D:70100001
oroe >
N 4 Qa Qb o
0.48KkW -0.08kVar OkVar Active power 2022:1012
O-p -O-Pa -O-Pb -O-Pc
B c= Q Q PFa o
c D:70100001 OkVar -0.16kVar 0.666 70
Soroe >
EPI EPE EQL 0 ?
s0

15258.4kW - h  5790.4kW - h 16692kW - h

ter Typ
B @ 10 22:05

Gate D:70100001 EQC 30 § eP 1024

Meter address:T001052 7143.2kW - h ) ePa 32

Meter Type:ADF400LS ” erb 328

Phase voltage 2022-10-13 10 ePc 376

B G -O-ua -O-Ub -O-Uc o —— 9

0:00 04:05 08:10 12:15 1620 2025

o 5 v = el =

(1) Device List (2) History Curve (2) History Curve

1332 @0~ 1332 @0 1334 @O~
< Electrical para-+ & Data report
o @ Today @ vesterday ener; comEner; 02
requisition ) Ub(v) Uev) = 4
time kW - h
o 17:00
00:00 2209 2206 2214 s ERErETD . ;
onsumpti
. Cost(¥) o
00:05 2214 220.8 2215 TR
02
00110 2219 2217 2221 - ~ | 000 0.80
z
00115 2216 2212 222 ot
05 . 22.40
00:20 222 2215 2219 o
00:00 0400 08:00 12:00 16:00 20:00
00:25 2215 2212 2218 0 0.00 38.40
00:30 2219 2213 2216
17.60
00:35 220.6 220.4 2209
18.40
00:40 2216 2207 2217
Total 0.00 97.60
00:45 2223 2214 2222
00:50 2215 221 2217
00155 2219 2217 2217
01:00 2214 220.8 2216
= < =) = < 2 = Fay -

(3) Parameter Report (4) Energy Trend (5) Energy Report
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